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Preface

What does the Guide discuss?

The Internal Control Guidefor Manager s discusses internal controls and the role of managers
in developing, implementing, and monitoring them. Section |, Internal Control Overview,
provides general information about the components of internal control; how department heads
and other managers can evaluate the internal controls within their areas of responsibility, modify,
if necessary, and then document them. On a department level, this documentation is what we
refer to asan Internal Control Plan. Section |1, Management Controls provides specialized
information relating to specific business practices in which the Office of the Comptroller is
involved, for example revenue and payroll. These chapters should be useful to nearly all
managers at every level. The second section also provides information about internal controls for
specialized units whose main function involves these business activities.

Who should read the Guide?

Internal control isthe responsibility of every state manager. We do not suggest, however, that
this Guide is al-inclusive. Managers should view it as a starting point and make their own deci-
sions about the internal controls necessary within the programs or activities that they manage.
We have, accordingly, prepared this document to assist all state managersin fulfilling their
responsibilities relating to internal controls.

Why are we revising the Guide?

Since the Office of the Comptroller (OSC) released the previous version of the Internal Control
Guide for Departments in February 1996, the definition and description of internal control has
changed. One of the primary reasons for these changes was the publication of areport entitled
Internal Control —Integrated Framework, prepared by the Committee of Sponsoring
Organizations (COSO) of the Treadway Commission. (COSO consists of the following
organizations. the American Institute of Certified Public Accountants, the American Accounting
Association, the Institute of Internal Auditors, the Institute of Management Accountants, and the
Financial Executives Ingtitute.) The COSO Report defines internal control as a process designed
to provide reasonabl e assurance that objectives are achieved. It assumes that the primary respon-
sibility for internal controls belongs to the management of the organization and involves pro-
grammatic activities as well asfinancia management.
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Chapter One

Introduction

A. Purpose of the Internal Control Guide

The four basic functions of management are usually described as planning,
organizing, directing, and controlling. Internal control is what we mean when we
discuss the fourth function, controlling. Adequate internal controls allow mana
gersto delegate responsibilities to subordinate staff and contractors with reason-
able assurance that what they expect to happen, actually does. Managers must
develop internal controls for each activity for which they are responsible. The
internal controls exercised over individual activities, when taken collectively,
become the internal controls of the program or administrative function of which
they are apart. The internal controls for each of a department’s programs and
administrative functions, when combined with overall department controls, com-
prise the department’ sinternal control documentation. This documentation is
required by Chapter 647 of the Acts of 1989. We refer to this documentation, or
ahigh level overview describing, referencing and summarizing the documentation
as adepartment’s Internal Control Plan.

New studies on internal control have confirmed management’ s involved support
as essentia to the proper functioning of internal controls. No system of internal
control functions properly without the knowledge and support of management at
al levels. Therevised Internal Control Guide for Manager s stresses the essen-
tial role of managers at all levelsin developing and monitoring departmental
internal controls.

Because departments in state government vary in size, complexity, and degree of
centralization, no single method of internal controlsis universally applicable.



Managers should use this guide as a framework for developing their internal con-
trol systems, consistent with their department’ s operations and agency mission.

Thelnternal Control Law.
Chapter 647 of the Acts of 1989 requires that departments develop internal control
systems “...in accordance with internal control guidelines established by the
Office of the Comptroller.” This document, the Internal Control Guide for
Managersisthat guideline.

The Guide refers to each manager’ s area of responsibility as his or her unit. Used
here, the term unit includes department, division, bureau, program, and other
administrative unit. The term unit can aso include hospitals, schools, and subdivi-
sions of these ingtitutions.

Thisisthe sixth revision of the Internal Control Guide, first published by the
Office of the Comptroller (OSC) in 1987. Include the Guide in your library of
professional information and literature. We have based this version on current
policies, procedures, and information, as well as Chapter 647. Over time, we may
issue changes to some of the recommendations and policies prescribed here.
Placing these pages in athree-ring binder will facilitate incorporating changes to
the Guide. Changes will aso be included in the copy of the Internal Control
Guide located at the Office of the Comptroller web site,

http: //mmw.osc.state.ma.us (inside Magnet), or http://www.state.ma.us/ocs (out-
side Magnet). Refer to these revisions when you update your internal controls to
ensure that they comply with pertinent laws, policies, and procedures.

B. Organization of the Guide

The Internal Control Guide is organized into two “books” or sections. Thisfirst
section is an overview of theinternal control concept. The second section
describes required and suggested control-related policies and procedures for those
administrative areas where the Comptroller’ s Office has oversight responsibility.
This section offers specific policies and procedures for managers with internal
control responsibilities for business areas where the Comptroller's Office has
responsibility. Department heads and their designees should use both sections to
develop centralized policies and procedures for incorporation into their depart-
ment’ s Internal Control Plan. Throughout this document, we have included anec-
dotes and examples to illustrate the concepts described. We hope you find them
hel pful.

Section I, Internal Control Overview, explains basic internal control concepts. This section
provides an overview of the internal control process including definitions, statu-
tory requirements, components of the internal control framework, and methods of
developing, implementing and monitoring internal controls. Chapter One, “Intro-
duction”, provides an overview of internal control and explains how to use this
manual. Chapter Two, “Chapter 647 of the Acts of 1989”, explains the Inter nal
Control Act of 1989. Chapter Three, “Five Components of Internal Control”,
describes the five components of the internal control framework. Chapter Four,



“Internal Control Activities’, describes activities that organizations frequently use
in developing their internal control policies and procedures. Chapter Five, “Evalu-
ating Internal Controls’, suggests an approach for evaluating and periodically
reassessing internal controls.

Section |1, Management Controls, describes internal control activities relating to specific
administrative topics. Managers should find this section useful because it
describes internal control responsibilities for business areas that affect almost all
state managers in one way or another, such as purchasing and payroll. This section
should also be useful to managers with department-wide internal control
responsibilities. Managers for business areas such as payroll, accounting,
inventory, or MMARS data entry, for example, should refer to those chapters.

Section Il refersto the following data systems and related reports that are useful in
an internal control context:

* Massachusetts Management, Accounting and Reporting System (MMARYS),
¢ Payroll Cost Reporting System (PCRS),
* Personnel Management Information System (PMIS), and

e Commonwealth Automated Payroll System (CAPS).

Section Il aso includes information about the Human Resources Compensation
Management System (HR/CMS). This new personnel and payroll system will
process most of the personnel and payroll functions now managed through CAPS
and PMIS.

Please note that the reports that we list in various chapters serve as examples.
Individual departments will find some reports more pertinent than others. Reports
are available on-line through View Direct and Document Direct. Managers should
become familiar with the MMARS, CAPS, PMIS, and PCRS reports relevant to
their job functions.

C. What is Management’s Role?

An organization is a group of individuals working together to achieve a common
purpose. Each person employed by a department or agency works for an organi-
zation that is a part of alarger organization, the Commonwealth of Massachusetts.
The Commonwealth’ s constitution explains the purpose or goals of our state.
Because goals tend to be broad and general, organizations usually divide them
into more specific targets or objectives. Legidation and other documents describe
the goals and objectives of the many state agencies and departments.

Management’ sroleisto provide the leadership that the organization needs to
achieve its goals and objectives. Internal control is atechnique used by managers
to help an organization achieve these objectives. Internal controls are the struc-
ture, policies, and procedures used to ensure that management accomplishes its
objectives and meetsitsresponsibilities.



Any discussion of fundamental management responsibilities would include
effectiveness, efficiency, compliance with laws and regulations, and accuracy in
reporting. Effectiveness measures whether an organizational unit achievesits
objectives. Efficiency measures how well managers make use of available
resources in achieving these objectives. While effectively and efficiently
achieving the organization’ s objectives, managers must also comply with applica-
ble rules, regulations, and laws. Finaly, in order to make sound decisions and
comply with oversight requirements, managers must receive accurate information
and prepare accurate reports. Internal controls can then be defined as a coordi-
nated set of policies and procedures used by managers to ensure that their agen-
cies, programs, or functions operate efficiently and effectively in conformance
with applicable laws and regulations.

D. What are Internal Controls?

The current official definition of internal control was developed by the Committee
of Sponsoring Organization (COSO) of the Treadway Commission. Initsinfluen-
tial report, Internal Control - Integrated Framework, the Commission defines
internal control asfollows:

“Internal control is a process, effected by an entity's board of direc-
tors, management and other personnel, designed to provide reason-
able assurance regarding the achievement of objectives in the
following categories:

« Effectiveness and efficiency of operations.

* Reliability of financial reporting.

« Compliance with applicable laws and regulations.
This definition reflects certain fundamental concepts:

* Internal control is a process. It is a means to an end, not an
end in itself.

* Internal control is effected by people. It is not policy manuals
and forms, but people at every level of an organization.

* Internal control can be expected to provide only reasonable
assurance, not absolute assurance, to an entity's management
and board.

e Internal control is geared to the achievement of objectives in
one or more separate but overlapping categories.”

A lesstechnical definition might state that:
Internal controls are tools that help managers be effective and
efficient while avoiding serious problems such as over spend-
ing, operational failures, and violations of law.



Internal control has been further defined as consisting of five interrelated
components. The COSO Report identifies these as control environment,
risk assessment, control activities, information and communication, and
monitoring. The Internal Control Guide discusses these five components
in Chapter Three, “Five Components of Internal Control”.

The process of internal control also incorporates four basic principles. Because
internal controls are ameansto an end, they must help, rather than prevent or
delay, an organization from reaching its objectives. Before designing and imple-
menting internal controls, managers should consider the following:

1. Interna controls must benefit, rather than hinder, the organization.

2. Internal controls must make sense within each organization’s unique operating
environment.

3. Internal controls are not stand-alone practices. They are woven into the day to
day responsibilities of managers and their staff.

4. |nterna controls should be cost effective.

Consider internal controls as a continuous series of decisions affected by changing
circumstances that will require periodic review and modification, rather than as a
static system. When managers evaluate their internal controls, they must first
determine whether they are functioning as designed and still applicable given cur-
rent operations. Managers should then analyze potential risks. Based on the results
of the review, managers determine what changes are necessary. Managers need to
review internal controls and internal control plans regularly. We recommend that
this review occur at least annually, more frequently if warranted.

E. Why Do We Need Internal Controls?

Accountability

Public sector managers are responsible for managing the resources entrusted to
them to carry out government programs. A magjor factor in fulfilling this
responsibility is ensuring that adequate controls exist.

Public officials, legislators, and taxpayers are entitled to know whether govern-
ment agencies are properly handling funds and complying with laws and regula-
tions. They need to know whether government organizations, programs, and
services are achieving the purposes for which they were authorized and funded.
Officials and employees who manage programs must be accountable to the public.
Frequently specified by law, this concept of accountability isintrinsic to the gov-
erning process of this state.



Encourage Sound Management Practices

As stated earlier, organizations exist to accomplish agoal. Managers are
responsible for providing the leadership to reach thisgoal. That responsibility
encompasses both identifying applicable laws and regulations and establishing
internal control policies and procedures designed to provide reasonabl e assurance

that the entity complies with those laws and regul ations.

Internal controls coordinates a
department'’s policies and proce-
dures to safeguard its assets,
check the accuracy and reliabil-
ity of its data, promote opera-
tional efficiency, and encourage
adherence to prescribed mana-
gerial policies. Department
managers must develop, imple-
ment, monitor, and update an
effective plan of internal con-
trols. The exact plan developed
will depend, in part, on man-
agement’ s estimation and judg-
ment of the benefits and related
costs of control procedures, as
well as on available resources.

Facilitate Preparation for
Audits

Each department is periodically
subject to audits by independent
auditors (as part of the single
audit of the Commonwealth),
federal auditors, the Office of

the State Auditor and, in some cases, internal audit units. These audits are con-

ducted to ensure the following:

Fraud Prevention

One department assigned staff
to review their internal control
plan against recommended
internal control activities. They
noticed that the revenue sec-
tion of the plan seemed to lack
certain segregation of duties
regarding their refund policies.
After designing new steps to
use for their refunds, they
reviewed these steps against
past practices. They found
instances where thirty-six
refunds were sent to different
people at the same address
within a two-month period. Fur-
ther investigations found a pat-
tern of fraud that might have
gone undetected without this
self-examination.

* Public funds are administered and expended in compliance with applicable

laws and regulations,

* Department programs are achieving the purpose for which they were author-

ized and funded;

» Financial statements accurately represent the financial position of the

Commonwealth;

» Programs are managed economically; and

Internal controls exist and provide abasis for planning the audit and planning
the timing, nature, and extent of testing.



Auditors reports will nearly always include an opinion of the department's inter-
nal controls. When it appears warranted, auditors will make recommendations for
improvements. Managers are accountable for the adequacy of the interna control
systemsin their departments. Weak or insufficient internal controls will result in
audit findings and, more importantly, could lead to theft, shortages, operational
inefficiency, or a breakdown in the control structure.

F. Limitations of Internal Control

Internal controls, no matter how well designed and operated, can provide only
reasonabl e assurance to management regarding the achievement of an entity's
objectives, the reliability of reports, and compliance with laws and regulations.
Certain limitations are inherent in al internal control systems. Cost will prevent
management from ever installing an ideal system. Management will, correctly,
choose to take certain risks because the cost of preventing such risks can not be
justified. Furthermore, more is not necessarily better in the case of internal con-
trols. Not only does the cost of excessive or redundant controls exceed the bene-
fits, but this perception may also effect staff’ s views on controlsin general. If they
consider internal controls as “red tape”, this negative view could adversely effect
their regard for internal controlsin general.

A second limitation to internal controlsis due to the reality that human judgment
can be faulty; breakdowns can also occur because of human failures such as sim-
ple error or mistake. Management may fail to anticipate certain risks, and thus fall
to design and implement appropriate controls. Two other limitations are that con-
trols can be circumvented by collusion of two or more people and that manage-
ment has the ability to override the system.

Despite these limitations, the reasonabl e assurance that internal control does pro-
vide, helps enable an organization to focus on reaching its objectives while mini-
mizing unpleasant surprises. They promote efficiency, reduce the risk of asset
loss, and help ensure the reliability of financia statements and compliance with
laws and regulations.

G. Management Responsibility

Internal control affects all aspects of a department’ s operation, fiscal, administra-
tive, and programmatic. We have prepared and distributed the Internal Control
Guide for Managers to assist department managers in fulfilling their responsi-
bilities under Chapter 647, the Internal Control Law. The department head is the
individual ultimately responsible for complying with the requirements of this law
and should use this guide accordingly.

Just as departments within the Commonwealth differ in purpose, number of
employees, organizational structure and budget size, each manager’ s responsibili-
ties differ as well. Some manage large departments with multiple programs and
multi-million dollar budgets. Others manage provider contracts, administrative
sections, or small programs with no other staff. Regardless of duties, internal
control isthe responsibility of all managers. Consider these differences when

9



designing internal control systems, whether for a single management unit or for a
department’ sinternal control plan.

Because the primary responsibilities of the Office of the Comptroller include
operating the Commonwealth’ s accounting and payroll systems and overseeing
the Statewide Single Audit, we would naturally assist departments in developing
internal controlsfor their fiscal operations. Departments must also develop con-
trols for other business activities such as human resource benefits and budgeting.
Oversight agencies frequently assist departments by recommending or requiring
specific policies and procedures and provide external controls. Departments must
rely primarily on their own expertise when evaluating and documenting internal
controls for technical and programmatic activities. As stated earlier, one of the
four basic principles of internal control isthat it must make sense within each
organization’ s unique operating environment. Department managers are the
expertsin departments’ individual circumstances. We recommend that you build
on the advice contained within this guide to meet your own specific internal
control needs.

10
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Chapter Two

Chapter 647 of the Acts of 1989

Chapter 647 of the Acts of 1989, An Act Relative to Improving the Internal Con-
trols within Sate Agencies, became effective on April 3, 1990. The Office of the
State Auditor filed this legidlation, also known as the Internal Control Law, to
improve internal controls within the Commonwealth. We have included a copy of
this legislation as Appendix 1 of this guide. Refer to Chapter 647 as you prepare
your internal control plan.

Chapter 647 sets forth the standards for internal control systems at state depart-
ments for administrative and financial operations. The law requires state agencies
to establish internal control systems in accordance with the guidelines promul-
gated by the Office of the Comptroller. This book, the Internal Control Guide
for Managers, sets forth the guidelines that state departments must use.

A. Six Standards of Internal Control
The Internal Control Law sets forth six standards that departments must establish
and incorporate in an internal control structure.

* Documentation: Departments must clearly document internal control systems
and make these systems easily available for examination.

¢ Transactions: Departments must manage transactions and other significant
events by recording transactions promptly, documenting transactions clearly
and classifying transactions properly.

* Authority: Only persons acting within the scope of their authority, should be
allowed to authorize and execute transactions

* Segregate Duties: Departments must establish a system to assign the
following essential duties and responsibilities to a number of individuals.

1. Authorizing, approving and recording transactions,

2. Issuing and receiving assets,

11



3. Making payments, and
4. Reviewing or auditing transactions.

Supervision: Provide qualified and continuous supervision to all staff to
ensure that internal control objectives are achieved.

Access: Limit access to resources and records to authorized individuals, as
determined by the department head. The department head is responsible for
maintai ning accountability for the custody and use of resources and shall
assign qualified individuals for that purpose. Departments must periodically
compare the physical resources and the accounting records to reduce the risk
of unauthorized use or loss of resources and protect against wasteful and

wrongful acts.

B. Department Responsibility
Chapter 647 requiresthat a senior official, equivalent in title to an assistant or
deputy to the department head (in addition to his or her regular duties), be
assigned the responsibility for the department's internal control. Thisindividual is
the department’ s Internal Control Officer. The Internal Control Officer’s
organizational responsibilities, as written in the job description, must include the
duties listed below.

Have available on file written documentation of the department’ sinternal
accounting and administrative control system for review by the Comptroller's
Office, the Office of the Secretary of Administration and Finance, and the

Office of the State Auditor.

Evaluate the effectiveness of the
agency’sinternal control system at
least annually, more often if con-
ditions warrant. At that time,
establish and implement any changes
necessary to ensure the continued
integrity of the system.

Evaluate the results of audits and
recommendations to improve
departmental internal controls

promptly.

Implement timely and appropriate
corrective actions in response to an
audit.

Address all actions determined as
necessary to correct or otherwise

12

Protect Assets

One state department detected
equipment missing from one of
their locked storage areas. They
notified the State Auditor’s Office
as required. Through a review of
the situation, the auditors found
that this equipment was bor-
rowed within the department
without proper approvals. The
department wrote a new author-
ization plan for equipment use as
recommended by the SAO review.




resolve internal control matters in the department's budgetary request to the
Governor and Legidlature.

¢ Immediately report all variances, losses, shortages, or thefts of funds or
property to the Office of the State Auditor. The statute specifically requiresthis
action.

C. State Auditor Responsibility

The State Auditor’s Office (SAO) reviews reported variances, |osses, shortages, or
thefts to determine the amount involved and report the facts surrounding the
condition to the appropriate management and law enforcement officials. SAO
then determines the internal control weaknesses that allowed the problem to
occur, recommending changes to department management to correct these
weaknesses. Department management must immediately implement policies and
procedures necessary to prevent a reoccurrence of the condition, based on the
SAO recommendations. (See appendix #2 for reporting form.)

The Office of the State Auditor participates in establishing guidelines for
reviewing departmental internal control plans. As part of their work on the
Statewide Single Audit, SAO also reviews department plans.

13
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Chapter Three

Five Components of Internal Control

Each department's and unit’sinternal controls and internal control plans will be
unique; however, the internal control descriptions defined in Chapter One, the
standards in Chapter 647 as described in Chapter Two, and the components set
forth in this chapter should be incorporated into all internal control systems. The
COSO Report describes the internal control process as consisting of five interre-
lated components that are derived from and integrated with the management proc-
ess. The components are interrelated, which means that each component affects
and is affected by the other four. These five components, which are the necessary
foundation for an effective internal control system, include:

» Control Environment,

*  Risk Assessments,

» Control Activities,

* Information and Communication, and

* Monitoring

A. Control Environment

The control environment of a state agency sets the tone of the organization and
influences the effectiveness of internal controls within the agency. Control envi-
ronment, an intangible factor and the first of the five components, is the founda-
tion for all other components of internal control, providing discipline and
structure and encompassing both technical competence and ethical commitment.
Managers must evaluate the internal control environment in their own unit and
department as the first step in the process of analyzing internal controls. Many
factors determine the control environment, including those on the following list.

14



* Management’s attitude, actions, and values set the tone of an organiza-
tion, influencing the control consciousness of its people. Internal controls
are likely to function well if management believes that those controls are
important and communicates that view to employees at al levels. If man-
agement views internal controls as unrelated to achieving its objectives, or
even worse, as an obstacle, this attitude will also be communicated.
Despite policies to the contrary, employees will then view internal controls
as “red tape’ to be “cut through” to get the job done. Management can
show a positive attitude toward internal control by such actions as includ-
ing internal control in performance evaluations, discussing internal con-
trols at management and staff meetings, and by rewarding employees for
good internal control practices.

¢ Commitment to competence includes acommitment to hire, train, and
retain qualified staff. It encompasses both technical competence and ethi-
cal commitment. Management’ s commitment to competence includes both
hiring staff with the necessary skills and knowledge and ensuring that cur-
rent staff receives adequate on-going training and supervision.

e Advisory board participation. The involvement of the department’s
advisory board, if one exists, in areview of internal controls and audit
activities can be a positive influence on the agency’ s control environment.

B. Risk Assessment

Organizations exist to achieve some purpose or goal. Goals, because they tend to
be broad, are usually divided into specific targets known as objectives. A risk is
anything that endangers the achievement of an objective. Risk assessment, the
second internal control component, is the process used to identify, analyze, and
manage the potential risks that could hinder or prevent an agency from achieving
its objectives. In attempting to identify risk, managers need to ask the following
two questions:

“What could go wrong? What assets do we need to protect?”

Over the course of aday, aweek, amonth, or ayear, situations occur which could
hinder or prevent aunit (or a department) from fulfilling its responsibilities and
meeting its goals. Because of this possibility, successful managers continually
identify and analyze potential risks to their organizations. Performing risk assess-
ments assists managers in prioritizing the activities where controls are most
needed. Managers use risk assessments to determine the relative potential for loss
in programs and functions and to design the most cost-effective and productive
internal controls. When beginning a risk assessment, the manager can start by
analyzing the two circumstances most likely to endanger unit objectives, change
and inherent risk.

Review changes. The risk to reaching objectives increases dramatically during a time of
change (turnover in personnel, rapid growth, or establishment of new services, for

15



example). Because any type of change increases risk, monitor and assess every
significant, or likely to be significant, change. Some examples of circumstances
that expose an agency to increased risk are the following:

Changesin personnel, for example after a new administration,

New or revamped information systems, for example the upcoming imple-
mentation of HR/CMS for personnel and payroll reporting,

Rapid growth,

New programs or services,

Increased delegation of spending authority,
Reorgani zations within or between state agencies,

Moving to a new location, for example when Saltonstall Building agencies
were relocated.

Identify inherent risk. We refer to the second type of potential problems asinherent risk.
Examples include complex programs or activities, cash receipts, providing
services through subrecipients (vendors), direct third party beneficiaries, and prior
problems. Activities with inherent risk have a greater potential for loss from fraud,
waste, unauthorized use, or misappropriation due to the nature of the activity or
asset. Cash, for example, has a much higher inherent risk for theft than a stapler
does. Other examples of situations that may involve inherent risk:

Complexity increases the danger that a program or activity will not operate
properly or comply fully with applicable regulations.

Third party beneficiaries are more likely to fraudulently attempt to obtain
benefits when those benefits are similar to cash (for example food stamps).

Decentralization increases the likelihood that problems will occur. However, a
problem in a centralized system may be more serious than a problemin a
decentralized system because if a problem does exist, it could occur through-
out the entire department.

A prior record of control weaknesses will often indicate a higher level of risk
because bad situations tend to repeat themselves.

Unresponsiveness to identified control weaknesses by prior auditors often
indicates that future weaknesses are likely to occur.

16



Evaluate identified
risk. After identify-
Risk Assessment ing potential risks,
analyze each risk to
determine how best to
manage it. Start with
the following ques-

One department placed their computer
equipment in a locked room with a security
system requiring employees to sign in
when working on the terminals. This gave

their data systems very little chance of tions:
being used by unauthorized individuals. « How important is
However, the department’s supplies were thisrisk?

kept in an open accessible room, with a
doorway close to the building entrance.
Staff found themselves with paper and
pencil shortages every September when
school started. In this instance, the
department needed to establish different
types of controls over different types of
resources.

 Howlikdyisit
that thisrisk will
occur?

e How can we best
manage thisrisk?

Internal control sys-
tems should provide r easonable assur ance that assets are safeguarded, resources
are properly used, and objectives are achieved. Absolute assurance may not be an
achievable goal, because it may be prohibitively expensive and impede produc-
tivity. One would not expend a substantial amount of funds to protect arelatively
inexpensive asset. For example, it is not prudent to spend $50 to safeguard a $25
carton of pens. Spending $50 to safeguard $5,000 in laptop computers, however,
may be very sensible.

C. Control Activities

Once managers identify and assess risks, they need to evaluate and develop, if
necessary, methods to minimize these risks. We refer to these methods as control
activities, the third component of internal control. By control activities, we mean
the structure, policies, and procedur es, which an organization establishes so
that identified risks do not prevent the organization from reaching its objectives.
Policies, procedures, and other items like job descriptions, organizational charts
and supervisory standards, do not, of course, exist only for internal control pur-
poses. These activities are basic management practices.

At the same time managers are evaluating and preparing internal controls, they
need to be careful to avoid the other extreme. Excessive controls can be as harm-
ful as excessive risk because they can result in increased bureaucracy and reduced
productivity. Before implementing a new policy or procedure in responseto a
problem, managers should make sure that the new policy is necessary. Often
times, arelevant policy already exists; it just needs to be enforced.

In Chapter Four, “Control Activities’, we discuss control activities managers
commonly use in developing their own specific policies and procedures.

17



D. Information and Communication

Managers must be able to obtain reliable information to determine their risks and
communicate policies and other information to those who need it. I nfor mation
and communication, the fourth component of internal control, articulates this
factor.

* Management acquires accurate information to report on agency or program
activities to the State Legidature, oversight agencies, and federal grantors.

*  Supervisors must communicate duties and responsibilities to their staff.

e Staff and middle management must be able to alert upper management to
potential problems.

e Administrative and program staff must communicate requirements and
expectations to each other.

Infor mation: Although a department or unit manager may have developed excellent policies
and procedures, if these are not communicated to the staff who perform these
duties, they may as well not exist. Well-designed internal controls outline the spe-
cific authority and responsibility of individual employees. They can dso serveasa
reference for employees seeking guidance on handling unusual situations.

Communication: Aninternal control plan should provide for information to be
communicated both within the organization (up as well as down) and externally to
those outside, for example, vendors, recipients, and other departments. Manage-
ment should distribute copies of the department’ s internal control plan to all staff
whose jobs are affected in any way by the information in the plan. Sending infor-
mation electronically allows management to immediately distribute new proce-
dures and other information to alarge staff. Departments should conduct in-house
training sessions upon releasing new or extensively revised internal control plans
to explain the meaning of the plan and the importance of internal controls. This
training should also be part of the orientation of new employees.

E. Monitoring

“Thistoo shall pass’ (ancient proverb). Lifeis change; internal controls are no
exception. Satisfactory internal controls can become obsol ete through changesin
external circumstances. Therefore, after risks are identified, policies and proce-
dures put into place, and information on control activities communicated to staff,
managers must then implement the fifth component of internal control, monitor-
ing. Managers must continually monitor the effectiveness of their controls.
Monitoring assesses the quality of internal controls over time. Like the other four
components, monitoring is a basic management duty included in management
activities like performance evaluations, ongoing supervision, and status reports.
Proper monitoring ensures that controls continue to be adequate and continue to
function properly.
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Even the best internal control plan will be unsuccessful if it is not followed. Moni-
toring allows the manager to identify whether controls are being followed before
problems occur. For example, aunit’sinternal control plan may identify cross-
trained staff to perform certain dutiesif the assigned individual is not available.
However, the manager who does not monitor this arrangement by asking staff to
occasionally perform the back-up duties may discover, too late, that the individual
was cross-trained so long ago that substantial changes have occurred and he or she
has no idea what to do.

Managers must also monitor previously identified problems to ensure that they are
promptly corrected. In the same way, managers must review weaknesses identified
by audits to determine whether related internal controls need revision.

The Comptroller’s Office makes accounting and payroll reports available to assist
managers in their monitoring activities. We capture, compile, and disseminate a
wide range of datato users from the automated state accounting and payroll sys-
tems through View Direct and Document Direct. These reports provide managers
with timely information on transactions, financial conditions, and other informa-
tion. Please see Section |l of this guide for listings and explanations of specific
reports for specific topics. The Comptroller’s Office also provides accounting and
payroll datain the Information Warehouse, allowing department staff to prepare
reports to their own specifications.
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Section | Internal Control Overview

Chapter Four

Internal Control Activities

Managers must establish internal control activities that support the interna control
components discussed in Chapter Three. As established in Chapter 647, the
Internal Control Law, departments must provide qualified and continuous super-
vision. To fulfill this responsibility, managers must establish clear lines of
authority and responsibility. The effectiveness of any internal control plan
depends directly on management’ s thoroughness, consistency, and the timeliness
of supervision.

Supervisors should:

» Assign tasks and establish written procedures for completing assignments;
» Systematically review each staff member's work;

* Approve work at critical pointsto ensure quality and accuracy;

* Provide guidance and training when necessary;

» Provide documentation of supervision and review (for example, initialing
examined work)

Adequate and timely supervision is especially important in small departments,
where limited personnel may inhibit a thorough segregation of duties.

We describe two main types of control activities. Controls can be either preven-
tive, for example, requiring supervisory sign-off before an item is purchased, or
detective, for example reconciling bank statements to ensure that al payments are
appropriate. However, the existence of detective controls can also serveto prevent
irregularities. An individual tempted to use department funds inappropriately may
be deterred by the knowledge that the bank account is regularly reconciled.

20



A. Segregate Duties

Segregation of dutiesisaprimary principle in any internal control plan. The
principle of segregation of dutiesis especially important when using computers
and other information technology, because it ensures the separation of different

Segregation of Duties

A department in the Commonwealth
appointed an accounting clerk to be
responsible for receiving payments,
posting them to the proper account,
depositing the receipts, and notifying
customers of the completed transac-
tions. This individual performed all of
the duties using only three vacation
days over a four-year period. Auditors
later found that due to a lack of segre-
gation of duties and proper oversight,
this clerk had embezzled hundreds of
thousands of dollars over a fourteen-
year period.

functions such as data
compilation, input, and
review. It aso defines
authority and responsibility
over transactions and use of
the Commonwealth's
resources.

The fundamental premise
of segregated dutiesis that
an individua or small
group of individuals should
not be in aposition to
initiate, approve, undertake,
and review the same action.
These are called incom-
patible duties when per-
formed by the same
individual. The list below
offers some examples of
incompatible duties

* Managing operations of

an activity and record keeping for the same activity;
» Custody of assets and recording receipt of those assets;
» Authorization of transactions and custody or disposal of the related assets or

records.

Different personnel should perform the different functions of data entry, authori-
zation, custody, and report review. If this control activity is properly planned,
implemented, and adhered to, departments can safeguard state funds against a

singleindividual's "irregularity”.

Maintaining segregation of dutiesis especially challenging for units with small
numbers of employees. Managers of such departments must consider this princi-
ple when designing and defining job duties and they must implement control pro-
cedures to assure segregation of duties exists. In an environment with limited
numbers of clerical and administrative personnel, management needs to be
involved in documenting, reviewing, and approving transactions, reports, and

reconciliations.

Many managers exercise programmeatic responsibilities and have limited admin-
istrative authority; a centralized unit may handle those responsibilities. Program
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managers should prepare internal controls relating to their own responsibilities. A
department internal control plan, however, should ensure that all of the following
activities, at aminimum, are properly segregated. See also the detailed chapters on
management control in Section Two of this guide.

Personnel & Payroll Activities

» Individuals responsible for hiring, terminating and approving promotions
should not prepare payroll or personnel transactions or input data.

» Managers should review and approve payroll deductions and time sheets
before data entry, but should not be involved in preparing payroll transactions.

* Individualsinvolved in payroll data entry should not have payroll approval
authority.

Other Expenditure Activities

» Individuals responsible for data entry of encumbrances and payment vouchers
should not be responsible for preparing or approving these documents.

* A department should not delegate expenditure transaction approval to the
immediate supervisor of data entry staff or to data entry personnel. Individuals
responsible for acknowledging the receipt of goods or services should not also
be responsible for purchasing or payment activities.

Inventories

* Individuals responsible for monitoring inventories should not have the
authority to authorize withdrawals of items maintained in inventory.

* Individuals performing physical inventory counts should not be involved in
maintai ning inventory records.

Check Writing Activities
» Persons preparing checks should not be signing the checks.
» Persons signing the checks should not be reconciling the checking account.

Revenue Activities

* Individuals receiving cash into the office should not be involved in authoriz-
ing bank deposits.

* Individuals receiving revenue or making deposits should not be involved in
reconciling the bank accounts.

B. Authorize Transactions

To maintain control over expenditures and revenue collection, persons acting
within the scope of their authority must approve any financial transactions before
the transactions are processed. Departments should document exactly which per-
sons have the authority to approve each type of transaction. Chief Fiscal Officers
must monitor these authorizations.
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As part of its oversight authority, each fiscal year the Office of the Comptroller
requires departments to submit a form, which includes the original signatures of
all personnel authorized to approve transactions. Until this document is received,
no departmental business activity can occur.

C. Control Access to Assets and Resources

Internal control systems should involve procedures to restrict access to and
enhance control over resources. Resources include money, equipment, supplies,
inventory, and the records that account for these assets. Maintaining accountabil-
ity for the use and custody of resources involves assigning specific responsibilities
to specific individuals. Managers should monitor expenditures, revenue collec-
tion, and physical assets to ensure that these resources are used only to achieve
specific and identified purposes. For example, passwords and identification codes
limit access to computer data. Require that passwords and identification codes be
kept confidential. Hardware should also be protected. Monitor and control access
to cash, equipment, and supplies.

D. Document Internal Controls

Documenting policies and procedures is especially important because one truth of
our timeis that change happens constantly. A written document will, for example,
tell staff what to do in case of unexpected turnover. Preparing written internal
controls will clearly communicate specific responsibilities to individual staff,
facilitate training new staff, and enable you to review and monitor your internal
control system.

As explained in Chapter Two, the Internal Control Law requires that each depart-
ment document its internal control systems. Thisinternal control plan should be
developed by professional and managerial staff and must be formally approved by
either the department head, or, through express delegation, by the Internal Control
Officer . The department plan must be readily available upon request to auditors
and representatives of the Office of the Comptroller and the Executive Office of
Administration and Finance. Chapter 647 also requires that the department’s
written internal control plan be reviewed and updated, at least annually.

As part of the statewide single audit, auditors review the internal control plans of
asignificant percentage of Massachusetts departments. A department’ s internal
control plan will also likely be examined during areview by oversight agencies
and federal grantors.
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Section | Internal Control Overview

Chapter Five

Evaluating Internal Controls &

Preparing an Internal Control Plan

Evaluating current internal controlsisthe first step toward preparing an internal
control plan. Aninternal control evaluation is a detailed examination of aunit’s
functions undertaken to determine whether adequate internal controls exist and
function as intended and to make necessary improvements. Evaluating internal
controls is a core management responsibility, part of a manager’s
regular job not an extraneous obligation.

A. Five-Step Approach to Evaluating Internal Controls

Step 1:

We have developed afive-step approach to evaluating internal controls to
correspond with the five components of internal control. Managers should do this
for each unit that reports to them. Before beginning the five steps, review the
unit’s (and department’ s) goals and objectives. Next, identify specific risks to
meeting these objectives. Determine which objectives are most important and
most vulnerable. Prioritize your efforts by first evaluating activities with an unfa-
vorable control environment and a high degree of inherent risk. Then start to apply
the five steps listed below for each of the most important objectives.

Analyze the Control Environment

Attitude: Review the unit’s control environment including your and any subordinate

managers attitudes and actions. If a specific procedure requires constant
exceptions, you are better off changing or eliminating the procedure than
establishing an attitude of “rules are made to be broken”.

Whether they realize it or not, managers set an example by their behavior.
If managers make exceptions to their own procedures whenever they find
themselves inconvenienced, staff and contractors will feel they too can
also make exceptions whenever they want.

Supervision: Departments with the best control environment attempt to hire qualified

individuals while making an effort to retain skilled employees. Their man-
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agerstrain new and current staff to excel at their jobs and to use appropriate
internal controlsin all areas. They assist their staff by furnishing tools such
as job descriptions and policy and procedure manuals that clearly commu-
nicate responsibilities and duties. They provide sufficient but not excessive
supervision, reviewing to the extent necessary. While they allow as much
autonomy as possible to competent, experienced staff, they continue to
approve work at critical pointsto ensure that work flows as intended.

Structure:  Managers should develop an organizational structure that clearly defines
supervisory responsibilities and chains of command. The structure should
also take into account the need to segregate certain duties. Document this
structure through organizational charts made availableto all staff.

Step 2: Assess Risk

Because evaluating internal controls can be alengthy process, and because every
risk to an organization’s objectivesis not equally significant, managers must pri-
oritize their efforts before analyzing specific actions. The risk assessment process
contains two major steps: (1) identify and prioritize activities that are most likely
to have problems, then (2) analyze those specific activities to determine their
components.

a. Identify Potential Problems

Begin by reviewing both the unit's goals and objectives and the organization’s
control environment. Next, determine potential problems. Examples of circum-
stances with potential for problems includes programs that have undergone recent
changesin staff or structure, functions that receive complaints or have had prob-
lemsin the past, and complex activities.

A moderate loss that is likely to occur presents as much danger
as a more serious loss that is less likely to occur.

Rank the identified risks by asking the following questions:. “Where do we face
the greatest possible harm?’ and, “Which types of losses are most likely to
occur?’ Usethis evaluation to prioritize your efforts.

For example, the director of a hypothetical human services program (see flow
chart on following page), has determined that the greatest risk to the program’'s
goal of providing servicesto all eligible individualsis from recently passed leg-
islation. Thislegislation may result in the program losing its funding if it pro-
vides servicesto ineligible individuals.

b. Identify and Analyze Control Cycles

It is easy to become overwhelmed by the volume and complexity of controls
within even a single program or administrative function. To smplify thistask, we
suggest grouping activities of the program or function into control cycles. A
control cycleisagroup of actions used to initiate and perform related activities.
A single program or administrative function usually contains several control
cycles. Control cycles provide the focal point for evaluating internal controls.
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To begin evaluating controls, list the control cyclesin the program or administra-
tive function being reviewed. The control cycles for an administrative function

could be payroll, employee benefits, space planning, telephone systems, and pro-
curement of supplies and materials.

Unit A

Outreach

Complete
application form

Karen

Approve
or deny
Dick

Forward
applications to
supervisor

Return
rejected
applications
to outreach
unit

Unit C Unit D

Service

. Monitorin
Delivery onitoring

Interview
Applicants

Jim & Jan

Verify
information

Fred

Approved
applications
to service
delivery unit

Supervisor reviews,
logs, and forwards
applications

Judy

Unit E

Reporting

This flow chart visually describes the eligibility determination control cycle of a hypothetical
human services program. The manager of the program can use this chart to identify potential

weaknesses in the unit’s internal controls.

The human services program shown above might include the following five
cycles: outreach, eligibility determination, service delivery, monitoring, and
reporting. Within the program, the eligibility determination cycle might
include the following six steps: interview, completing application form, verifica-
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tion, approval or denial, supervisory review, and initiate services or send denial
explanation to outreach unit.

After listing the control cycles, use the following process to document them:

* Firgt, interview the personnel involved in the cycle and observe the activity.

¢ Second, prepare either a narrative explanation or aflow chart. The docu-

mentation should contain sufficient detail to permit an analysis of the inter-
nal controls.

¢ Third, review the completed documentation with the persons providing the

information.

¢ Fourth, use the documentation to track one or two transactions through the

process.

Performing all four of the above actions will assure that the documentation and
your understanding of the cycle are accurate and complete. After documenting the
control cycle, use the following steps to analyze it:

Prepare awritten narrative or flow chart explaining how the cycleis sup-
posed to be handled by describing each activity or transaction within the
cycle. In the narrative, describe;

1. Who isperforming each step?
2. What isinvolved in the step?
3. Any resulting documentation, for example, reports.

Review the information available in policy and procedure manuals. Use
written materials such as organizational charts, job descriptions, reviews,
checklists, department records, and reports.

Supplement written sources through conversations and observations.
Finally “walk through” the process to be sure you understand every item.

After performing the above steps, the manager of the human service program, in
the exampl e cited above, might determine that the most significant internal con-
trol weakness within the eligibility determination cycleis at the point of informa-
tion verification.

Step 3: Implement Management Control Activities

Evaluate the control cycle to decide whether the system, as defined, sufficiently
safeguards the department’ s resources, assures the accuracy of its information, and
promotes effectiveness and efficiency. We do this as follows:

Define obj ectives and risks for each control cycle. Objectives express the
reasons we use policies and procedures to control specific identified risks.
We establish objectives because control activities (policies and
procedures) minimize the likelihood that an identified risk will occur.
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In the example of the human services program described above, we could identify
the following as an appropriate control objective: Services are approved only for
eligible applicants. We would then define the related risk to be as follows: Ineligi-
ble persons receive services, jeopardizing the entire program.

. Examine the documentation of the cycle (prepared in Step 2B) to deter-
mine whether sufficient policies and procedures already exist for the con-
trol objectives to be met and remember to identify any outside policies and
procedures that can off-set potential risks.

Through documenting the cycle, the manager discovered that only one individual
was responsible for verifying information. When thisindividual was on vacation,
other staff members who were not familiar with the requirements performed the
verification step. This deficiency could have resulted in the program being termi-
nated due to providing services to ineligible applicants.

. If appropriate policies and procedures do not exist, develop them and
communicate to all staff in the eligibility determination unit. If the proce-
dures do exist, determine whether they are being followed.

To continue with our example, assume that eligibility for the human services pro-
gramislimited to low-income Massachusetts residents. Program policy might
require that staff examine pay slips and tax returns to document income eligibility
and driver’slicenses or rent receipts to document residence. If the manager
determines that these policies are not always followed correctly, new procedures
might require that photocopies of these items be attached to the application for
SUpPErVvisory review.

. Identify any controls that are excessive or unnecessary and modify or
eliminate them. Appropriate controls include external as well as internal
controls. Excessive control isinefficient. Identify outside policies or pro-
cedures that can offset potential risks.

In our example, the program might accept a current MassHealth (Medicaid)
membership card as sufficient eligibility verification and not require other items
to confirm Massachusetts residence or income level, thereby speeding up the eli-
gibility determination cycle.

Step 4: Communicate Information
Prepare and distribute the results of the evaluation and any related changes.

The director of the human services program would communicate the above
changesin policies and procedures to all staff in that unit through discussions at
meetings, training sessions, and/or written communications. This communication
would convey the importance of these changes to facilitate cooperation (positive
control environment). The director would also make sure that this information
was communicated to staff in the outreach unit, other referral sources, and
potential applicants
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When making changesin internal controls, discuss them with affected managers
and staff along with the department’ sinternal control officer. In evaluating possi-
ble alternatives, consider the costs and expected benefits of implementing control
objectives in a cost-effective manner.

Step 5: Monitoring

At aminimum, evaluate your internal controls on an annual basis. When review-
ing, consider internal and external changes, personnel turnover, new programs,
administrative activities, and priorities. Schedule monitoring on aregular basis or
itislikely to be by-passed by the emergencies of day to day work. Testing con-
trols at least annually alows you to determine whether the controls continue to be
adequate and are still functioning as intended.

Thefinal step in an internal control evaluation is testing the controls to determine
whether they function as intended. Program monitors, auditors, and other review-
ers can be aresource in monitoring internal controls.

After completing the process, the director would test the new controlsto be sure
they are working as designed. Back up staff might be temporarily assigned to ver-
ify eligibility under close supervisory review, for example, while the monitoring
unit might review a sample number of cases to determine whether approved
recipients appear eligible for services.

Always follow up to insure that any identified problems are corrected.

B. Prepare an Internal Control Plan

Aninternal control plan isadescription of how an agency expects to meet its
various goals and objectives by using policies and procedures to minimizerisk. In
preparing the plan, refer to the five components. Use the information acquired
throughout the evaluation to prepare an internal control plan. Internal control
plans can take many different forms, depending on the organizational structure
and business practices of the organization. In general, however, the internal
control plan would

¢ discussthe goals and objectives of the unit (for example, department),

* briefly state the integrity and ethical values expected of all staff, and
especially, the ethical values top management expects of itself (control
environment),

* describe the risks to meeting goals and objectives, and

¢ explain how the structure, policies, and procedures of the organization act to
control therisk (control activities).

In asmall agency, the plan might include all the department’ s policies and proce-
dures. In alarge department, the plan might incorporate the various policy and
procedure documents by reference. As a constituent part of the department’s plan,
however, these policies and procedures would also need to be reviewed and up-
dated at least annually. Finally, the internal control plan would also include a sec-
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tion describing to whom the plan is distributed and another section describing
how the plan isto be monitored.

The internal control plan of the hypothetical program might, after the evaluation
was complete, include all the actions discussed in the above steps. Thiswould in-
clude affirming the goal of providing services to all who were eligible, discussing
possible risks to that goal, referring to or describing policies and procedures
established to manage the risks, explaining how this information is communi-
cated, and indicating how it is monitored.

State managers have an obligation to administer and safeguard the resources that
are entrusted to their care. State managers are accountable not only to their imme-
diate supervisor, but also to the legislature who appropriated the funds, program
constituents, fellow state employees, and lastly to the taxpayers who provide the
resources that the state uses. An internal control plan helps managers meet this
vital responsibility.
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Chapter Six
Other Resources

Staff who take an activerole in their agency’sinternal controls may want to read some of the
resources listed below. These useful guidelines offer practical assistance in the design,
implementation, and maintenance of internal control plans.
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Glossary

Component: One of five elements of internal control. The internal control components are the
control environment, risk assessment, control activities, information and communication, and
monitoring.

Control activities: the third component of internal controls; the structure, policies, and pro-
cedures, which an organization establishes so that identified risks do not prevent the organization
from reaching its objectives

Control cycleagroup of actions used to initiate and perform related activities

Control environment: the first component of internal controls; it sets the tone of the organi-
zation influencing the effectiveness of internal controls and is the foundation for all other com-
ponents of internal control, providing discipline and structure and encompassing both technical
competence and ethical commitment

COSO: The Committee of Sponsoring Organizations of the Treadway Commission. It consists
of the following organizations: the American Institute of Certified Public Accountants, the
American Accounting Association, the Institute of Internal Auditors, the Institute of Management
Accountants, and the Financial Executives Institute.

The COSO Report: A report prepared by COSO entitled Internal Control - Integrated
Framework; it definesinternal control as a process designed to provide reasonable assurance that
organizational objectives are achieved

Effectiveness: programs and functions achieve their intended result
Efficiency: resource use is consistent with an organization’s goals and objectives

I nfor mation and communication: the fourth component of internal control, information
and communication affect al aspects of the internal control framework

I nternal control: aprocess, effected by an entity's board of directors, management and other
personnel, designed to provide reasonable assurance regarding the achievement of objectivesin
the following categories:

» Effectiveness and efficiency of operations.
* Rédiahility of financial reporting.
» Compliance with applicable laws and regulations.

A lesstechnical definition might defineinternal controls as tools that help managers be effec-
tive and efficient while avoiding serious problems such as overspending, operational failures,
and violations of law

Internal Control Law: Chapter 647 of the Acts of 1989, the law requires all departments to
establish internal control systems using guidelines established by the Office of the Comptroller
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M anagement Control: Controls performed by one or more managers at any level in an
organization.

Monitoring: the fifth component of internal control, it ensures that controls are adequate and
function properly

Risk: anything that endangers the achievement of an objective

Risk assessment: the second internal control component; the process used to identify, ana-
lyze, and manage the potential risks that could hinder or prevent an agency from achieving its
objectives

Segregation of duties: Aninternal control activity, it requires that different personnel
perform the functions of initiation, authorization, record keeping, and custody

Senior official an assistant or deputy to the department head

Unit: Inthistext, it refers to the staff and activities supervised by a manager and includes
department, division, bureau, program, and other administrative units. The term unit can also
include hospitals, schools, and subdivisions of these institutions
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